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1. PRESENTATION 

1.1. First login 

For your first login click on the link received in your mailbox to confirm your email address 
and access the portal. After accessing the link in your web browser click on « Login ». 

 

Complete your first login by choosing a secure password: It must contain a minimum length 
of 10 characters and 3 variants (lowercase, uppercase, special character, number). 
Click « Save » and you have now access to the portal. 

 

NB: For future logins, use the email address and password you chose when creating your 
account. 

The two-factor authentication via SMS 

If the two-factor authentication is activated on your account : When login in the portal you will 
enter your email address and password, if the information provided is correct you will receive 
a 6 characters code (numbers and letters) on your mobile phone which you will use to 
connect. 

Backup Codes:  

Backup codes allows you to access the portal even if you do not receive the one-time code 
via SMS on your phone. By going to your profile (« See my profile », then « Edit »), in the     
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« two-factor authentication » section, the   button gives you 
access to your ten backup codes. To display the ten backups codes, you will have enter your 
password. 

 

1.2. Access to the portal 

You can access the portal through: 

• The DiliTrust website www.dilitrust.com , by clicking on « Client Access » (top right) 
and choose "DiliTrust DataRoom", 

• The following link: https://dataroom-eu.dilitrust.com . 

1.3. Forgotten password 

If you forgot your password, you could select the « Forgotten password? » link on the portal. 
Enter your login email address and you will receive an email indicating you to reset the 
password by clicking on the link. Note that this link is a unique connection and is only valid 
for 24h. 

 

 

http://www.dilitrust.com/
https://dataroom-eu.dilitrust.com/
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NB: If you don’t receive an email, check your spam folder and if your email address was 
spelled correctly. 

1.4. My datarooms  

The dataroom name you have access to is indicated on the top left of the screen in the 
purple square. 

 

If you have access to several datarooms an arrow will show next to the name, giving you 
access to a drop-down menu. You can switch dataroom by clicking on its name. 

NB: You can be an administrator on a data room and a simple user on another. To be certain 
to have access to all the datarooms you are member of, be sure that the portal 
administrators add you with the same email address you already use in another dataroom. 

1.5. Home 

On the home page, you can see three sections: 

          ①: The logo and Welcome Message, 

          ②: Latest questions asked on the dataroom, 

          ③: Latest files uploaded on the dataroom. 

 

1.5.1. Logo and description message 

To change the logo or the welcome message, hover over the logo’s section and select the 

« Edit » button . 
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You can edit the message title, write, or modify the message or change the logo. Then click 

« Save »  to save your changes. 

1.5.2. Q&A 

 

The 5 last questions asked by all users on the dataroom will be shown in this section. 

By clicking on a question, the administrator will be directed to the question, this will allow him 
to read it or answer it. 
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1.5.3. Latest documents uploaded 

 

On this part, the list shows the last documents uploaded on the dataroom. 

The administrator can choose which documents will be visible by users (according their 

access rights) by clicking on the button , by selected or unselected documents and 
confirming by clicking on "Done". 

Note: The documents selected will be visible if the administrator confirms his choice. The 
unselected ones will not be shown in the list. 

1.6. My profile 

To access your profile, click on the arrow at the right of your name and select « See my 
profile ». 

 

On your profile you will find your personal information filled in by you or by a portal 
administrator and the list of all rooms you have access to. 

To change these your information, click on the “Edit” button . 
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You will then be able to edit your name, title, add or remove your profile picture, your email 
address, your password, information about your occupation, time zone, the default group 
upon login on the portal, add or remove your signature (if it’s enabled for your group). You 
can also add a biography. 

 

To log out of the portal, select your account on the top right of the page and click on 
“Logout”. 
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2. DOCUMENTATION 

The « Documentation » tab includes all folders and files uploaded by administrators on the 
dataroom. 

In the documentation tab, the main folder is located on the left side of the page (name of your 
dataroom). 

A folder containing subfolders is indicated by a grey arrow on its right. 

By clicking on a folder, the files within are displayed on the right side of the page. 

N.B. All following features are only accessible by an administrator. 

 

2.1. Add a folder 

To add a folder in the main folder, select the dataroom name and click on the  button to 
create a new folder and name it. 

The same applies to add a subfolder, select the main folder then click the icon above. 
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2.2. Rename a folder 

To rename a folder, select it, then click  and rename it. 

 

2.3. Delete a folder 

To delete a folder, select it and click (a confirmation will be required).  

The deleted files will be available on the trash. 

That trash is only accessible to the administrator who deleted the folders/files and he is the 
only one who can restore or delete them permanently. 

NB: The documents will be permanently deleted in 30 days. 

 

2.4. Add documents 

To add documents, select the destination’s folder then click on « Add a document » . 

A window opens, drag and drop files or browse them from your computer and they will be 
uploaded to the selected folder. 
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2.5. Delete documents 

An administrator can delete documents by selecting one or several files and clicking on 
« Delete » (you will be asked for a confirmation). 

 

To delete only one document, click on the  button beside the file. 

2.6. Permissions 

An administrator may grant access rights by clicking on  on the selected folder. 

The « Permissions » button  allows you to set parameters on the selected folder like 
adding or removing users in each right tab. To apply changes to all documents attached to 
this folder and to the subfolders, click on a tab (Access, Printing, Download or Watermark), 
select "every body, except..." or "Nobody, except ..." and add users/ teams who are allow to 
access (or not) that entire folder. 
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NB: By double clicking on a team name “bubble”, all its users will be listed, allowing you to 
remove one or more users.  

2.7. Move a folder 

To move a folder, simply drag and drop it where you want it. To move a folder inside another 
one, just drop it on the desired folder. 

2.8. Move documents 

To move documents, click on the  button and drag and drop it where desired. You also 
can move several documents from a folder at once by checking the boxes to select them, 

then drag the  button and drop the files where desired. 
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2.9. Notify 

An administrator can notify users on documents by checking one or several documents of a 

folder and click on « Notify »  (top right). Select teams or users to notify in the 
popup window. 

 

2.10. Search in documentation 

It is possible for users and administrators to filter folders by their name to quickly find one. 

 

Likewise, files can be filtered by their name in a folder. 
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2.11. Actions on documents 

To see action buttons on documents, mouse over the  button next to the documents. 

The  and  buttons are always visible and allow you to view and delete a document. 
The following buttons allows administrators to manage files : 

 : Manage rights on this file 

 : This button indicates all actions made on this document (views, prints, downloads). 

 : Download the document 

 : Notify users on this document 

 : Ask a question on the document 

: That icon next to the file's name shows to the administrator which user has access to 
that file and with which right 
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2.12. Read a document 

To read a document click on the  icon on the desired document, the file will be open in a 
new window. 

To facilitate reading, you can quickly browse the file by clicking  through thumbnails of 
the document pages. 

The magnifying glass allows you to search for words in the file except for scanned 
documents, unless they are scanned using OCR (optical character recognition). 

A zoom is also available to ease your reading experience. 



 

DiliTrust DataRoom – Administrator guide 17 

 

 

The button  allows you to read two documents at the same time. 

You can also download and print the document via the buttons   and 

. 

The button  allows users to ask a question regarding the document. 

2.13. Note taking 

While reading the documents you also can take personal notes. All notes taken on 
documents are personal. No administrator can read, or access notes taken by users. 

• Click anywhere in the file (a yellow post-it is displayed) 
• Enter your note 

• Save by clicking the   icon. 
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To close the note, click on the cross on its top right corner (this will not delete the note). You 

can reopen it on the left margin by clicking on it. The   button will permanently delete the 
note. To edit it, click on its content, edit, and save. 

To share a note: Open the note and click on the . Users will be listed in a newly opened 
window; check the ones you want to share the note with. Recipients will receive an email 
notification with a direct link to the note taken on the document (after login in the portal). 
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3. QUESTIONS 

3.1. Ask a question 

Users can ask a question from a document by hovering over the button   and clicking  

. A window appears and allows the user to ask his question about the chosen document. 

The user can also ask a question when reading a file by clicking on 

the  button and the window opens for the user to enter his question. 

The user can also ask a question on a folder through the "Questions" menu and by clicking 

on the button . 

 

To ask a question about the data room, a user must fill in the following mandatory fields: 

• the title of his question, 
• priority (low, medium, and high) and 
• a status (in progress, published and refused). 

When selecting the "In progress" status, a user can send his question as a draft to another 
member of his team, who has the possibility to validate or refuse the suggested question. 

By default, all users can ask a question. 

An administrator can only answer a question with the status "Published". 

3.2. Answer a question 

Only an administrator of the data room can answer a question published by a user of a team. 

The administrator clicks on "Add an answer" and a window opens. 
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In this window, the administrator must fill in the fields of the answer and its status. 

He may publish his answer and the user will be notified that his question has been answered. 

He can also suggest his answer to another administrator for validation. 

He may also refuse to publish an answer. 

The user can comment on the response of the administrator and that admin can also reply 
on those previous comments or answers 
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4. ANNOTATIONS 

The annotations tab lists all note (written by hand or in post-it format) taken on the portal, 
from all rooms you have access to. 

You will find, on the left side, all the documents on which notes were taken. All notes taken 
will be on the right side of your screen. 

By clicking on the note, you will be redirected exactly where the note was taken on the 
document. 

A filter is available to search for a note. 

By clicking on a document, all associated notes will be displayed on the right side of your 
screen. 

The « Purge »  button (top right corner) deletes all notes taken on the portal. This 
action is final. You will need to type in the phrase mentioned and then confirm. 
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5. STATISTICS 

In the statistics, the administrator has global information about the activity on the data room 
and the activity history. 

This section is divided into two parts: the statistics and the use of the data room. 

Statistics 

This part gathers general information about the data room: 

• the number of users, 
• the number of teams, 
• the number of documents, 
• the number of questions asked and 
• the data storage used. 

 

 

Users 

On this page, the administrator can view the connections and the number of pages visited by 
all users, users of a team, or a specific user on a date range he chooses. 



 

DiliTrust DataRoom – Administrator guide 23 

 

 

Teams 

In this section, the administrator has information about the activity of the teams on the data 
room. 

The pie chart represents the number of teams and the number of members per team. 

The graphs are for Team Questions and Answers, Team Document Actions, and Team 
Connections. 

The actions on the documents include the number of documents available for this team, the 
number of documents seen, printed or downloaded by team. 

The last graph represents team connections and highlights teams connecting the most to the 
data room. 
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Documents 

In this part, the administrator has information on the actions generally done on the data room 
by all the users, the users of a team or a particular user on a date interval that he chooses. 

He also has two graphs that show him the Top 5 or Top 10 most consulted folders according 
to the filters made. 

The administrator can reset the filters and set new parameters to display new results. 
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Questions  

On the Questions & Answers tab, the administrator can filter by all users, teams, or a specific 
user. 

The graphs displayed on this page are divided into two parts: questions and answers. They 
highlight : 

• the percentage of answered questions, 
• the number of questions according to their status (published, in progress or refused), 
• the Top 5 folders about which there are the most questions asked, 
• the percentage of commented answers, 
• the number of answers according to their status (published, in progress or refused) 

and 
• the Top 5 documents whose questions are on these files. 
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NB: If the Q & A module is not enabled, this tab will not be displayed. 

Data storage 

The storage indicates the overall size of the documents posted on the data room. 

 

Usage history 

In this menu, you have the usage history divided into two tabs: Access and Consultations. 

Access 

In the Access tab, the administrator sees information about the connectivity of their members 
(invitation date, last login or last action). 

It has the possibility to download the displayed data of the chosen team by clicking on the 
button "Export". 
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The "Export all connections" button allows you to download all the connection data of all the 
teams in our platform. 

 

Consultations 

In the Consultations tab, the information displayed concerns the members of the chosen 
team and indicates the documents available for this team, the number of documents seen 
per user, its percentage, the number of questions viewed and asked on the data room per 
member . 

It has the possibility to download the displayed data of the chosen team by clicking on the 
button "Export". 

The button "Export all user actions" allows you to download all the data concerning all the 
documents consulted by all the teams in the data room. 
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6. CONFIGURATION 

This section is only available for administrators. It includes: 

• User access management 
• Permissions 
• Terms & Conditions 
• Edit Data 
• Notification history 

 

6.1. User access management 

The user management access page displays the user list, all teams, and user’s entry and 
exit history. 

 

You can also easily access other configuration sections with the top right buttons. 
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6.1.1. Permissions 

Here, the administrator can see and set the permissions for each folder and file, by user or 
team. 

 

To view the permissions set on a folder or file: 

By default, the view is set on overview, the administrator can change it to user or team with 
the dropdown menu on the top left corner. 

The overview shows for each folders or files the right that has been set. Next to each 
username you will be able to read the icon accordingly (view, print, download or watermark).  

Each icon could be fully filled or partially.  

When an icon (view, print, download or watermark) is totally filled, it means that every user 
can have access to the folder or file.  

If the icon is partially filled, that means that only some users have access to it. 

When the icon is empty, nobody has access to it. 

For example: When you see icons like this next to a folder  ,the rights are all 
documents in this folder are available in viewing, printing and downloading. However, the 
watermark icon is empty, that means that all documents will not have the watermark. 

By clicking on those icons (view, print, download or watermark) , the 
administrator can see the detailed list of all users with their access rights set for that folder or 
file. 
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The administrator can also set permissions for each user or team. 

To set rights, the administrator needs to choose the user or the team on the list (top left 
corner). 

Once he selected the right user or team, he needs to choose which folder or document he 
wants to grant or revoke access to. To do so the admin needs to click on "Edit permissions". 
A popup windows will appear, he chooses which action he wants grant or revoke, then he 
selects which permissions he wants to grant or revoke (view, print, download or watermark). 
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By selecting several folders or files and choosing to grant access, the administrator gives 
access to these selected elements including the subfolders and all the files included. 

By selecting several folders or documents and choose revoking, he removes the access 
rights to these elements. 

6.1.2. Users 

In the user access management section, all users from the room are listed. For each user, 
you will see his status, name, title in the dataroom, his team, his role and actions permitted 
on this user.  
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Adding users 

To add a user, click on « Add user », there are two ways to add users on the data 
room: "from email address(es)" or "from an Excel file". 

By adding users with email addresses, enter the email addresses of the users, choose the 
administrator role in the drop-down list if you want to assign this role and assign it to a team 
(if existing and if you want). Users can always be added to teams later. A user must be a 
member of a team to be able to ask questions on the data room, given that the Questions 
and Answers module has been activated. 

 

By adding the users from the Excel file, in this document the fields "email", "first name" and 
"name" must be filled. 
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If the person you want to add to your data room already has a user account, it is 
recommended to use the existing email for his portal. This way, once added, a message 
appears on the page telling you that this user already has an account on the platform and 
you simply must confirm to add it in the data room. An email notification for the addition to a 
data room will be sent to him. 

If the user does not already have an account, you will be redirected to an account creating 
page; Enter his first and last name and confirm his email address. We highly recommend that 
you notify each created user by checking the matching box upon creation. You will then be 
able to assign him a team (if any), activate the two-factor authentication, select the language, 
the time zone and verify what dataroom he is member of with what role. 

New users will be added to the user list in « Access right management tab » of this room. 

If the « Notify user » box was not checked upon the account creation, a lock will be displayed 
next to this username, which means that his account is locked. To unlock him click on the 

 button in the “Action” column, the user will be notified. Once unlocked the lock icon will 
disappear. 

 

If you need to send an email invitation to the new user, you will need to click on the icon. 

You can assign or remove administrator role to users by clicking on and checking or not the 
administrator box. 

The  button allows you to remove the user from the room. 

 



 

DiliTrust DataRoom – Administrator guide 35 

For users to access the room, an invitation must be sent. To invite users, click on . To 
invite several users at once, select them by checking the matching boxes then click 

 on the top right. 

If a user forgot his password, you will be able to send him a link to reset a new one with the 

 button.  

Users can also reset their password by browsing the https://dataroom-
eu.dilitrust.com  website, then selecting « Forgotten password? » and confirm. 

The  allows you to search for a user. 

To increase security and access to the DiliTrust DataRoom portal you can activate the two-
factor authentication via SMS for users (administrators included). 

When connecting to the portal you will enter your email address and password, if the 
information provided is correct you will receive a 6 characters code (numbers and letters) on 
your mobile phone that you will have to enter to login. 

The SMS authentication configuration can be done when creating or modifying a user 
account. 

If the two-factor authentication via SMS is enabled:  

In the user creation form, two new fields will appear. 

 

For France the area code is 33 and for North America, it is 1. Then enter the number without 
space or dashes. 

Example 1: +15141234567 

Example 2: +33611223344 

Interval between 2 TFA processes : 

You can set the interval between which the TFA will be disabled. You can choose to disable 
the TFA for 15 min, 1 hour, 1 day, 3 days or a week. 

Backup codes : 

Emergency codes allow you to log into the portal in case you do not receive the code on your 
phone. 

https://dataroom-eu.dilitrust.com/
https://dataroom-eu.dilitrust.com/
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By going to your profile ("View My Profile" and then "Edit"), in the "Two Factor 

Authentication" section, the button  gives you access to your 
ten backup codes. You will first need to enter your password and a window will display your 
ten backup codes. 

 

 

6.1.3. Teams 

In the « Teams » section, all teams created on the room are listed. In a team, administrators 
can add users and manage their access rights to documents by room. 

 

 

To Add a team, click on the « Create a team »  button, type in the team’s 
name, its status (active/inactive), choose users to add to the team, then choose the 
watermark settings. 
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For the watermark setting, select "Yes" in the "Customize the Watermark" section, enter 
either a text or one or more proposed tags spaced from each other. Choose a font size and 
the watermark color on documents. 
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To edit a team, select the  button. A window will open allowing you to edit all the fields 
presented during the team creation. You can add or remove users from this window. Select 

« Confirm »  to save your changes. 

6.1.4. History 

The « history » tab lists all users who accessed or left the room (entry or exit). You will be 
able to sort by users or operations to have information on these actions’ dates. All data can 
be exported by selecting "Export data". 

 

6.2. Terms & Conditions 

To access the Terms & Conditions menu, click on "Configuration" and then on "Terms & 
Conditions". 

 

The Terms & Conditions are also accessible from the banner at the top right. 
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In this part, you can add or modify the disclaimer that users will need to accept at each of 
their login in order to access the Data Room. 

To add Terms & Conditions, click on the  button and add the conditions of use on this 
page. 

 

Save your configuration. 

Once the Terms & Conditions have been defined, the button  appears at the 
top right (above "Actions"). This one allows the administrator to suspend the disclaimer. 

That is, users will no longer have to accept terms of use. 

When the Terms & Conditions are deactivated, the button  appears and 
gives the possibility of reactivating the Terms & Conditions. 

The mention "(The conditions of use for [name of the data room] are currently suspended)" 
above the language. 
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6.3. Edit Dataroom settings 

You can access the Data Room settings by going to "Configuration" and then clicking on the 
"Edit Dataroom Settings" tab. 

  

You can also access it from the banner at the top right. 

 

On this page, you can set up your data room: 

• Name of the data room, 
• Abbreviated name of the data room, 
• Logo, 
• Status of the data room (in preparation, open or closed) 
• Description of the data room, 
• Daily alert on new documents, 
• Display the duration of opening to the users (the dates will be indicated under the 

logo in the homepage), 
• Force download for these extensions, 
• Interval between 2 TFA processes (if enabled), 
• Watermark settings. 
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6.4. Notifications history 

To access the notifications history, you can either select « Configuration » then 
« Notifications history ». 

 

You will find the history of all notifications sent to users in this room. Are listed: documents 
notifications, meetings, invitations sent to users and password reset requests. 

By clicking on the notification name on the left, its content will be displayed in the centre of 
the page. 

You can also filter by notifications content. 

All information displayed on this page can be exported in a spreadsheet. 
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7. SEARCH 

The search bar is always available on the portal besides the room’s name. 

 

Search allows any user to find a word in any content type he has access to.  

To search, enter a keyword in the search bar and click "Search". The search results list is 
displayed in the page center. 

 

By clicking on a document, you will be redirect directly to the document. 

Please note following indications about how the search operates: 

• Check if your spelling is correct or try removing filters. 
• Remove quotes around phrases to match each word individually: "blue drop" will 

match less than blue drop. 
• You can require or exclude terms using + and -: big +blue drop will require a match 

on blue while big blue -drop will exclude results that contain drop. 
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8. SUPPORT 

On the left, the  button is available. All support telephone numbers, and email 

address will be displayed by clicking on it. 

 


